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Botnet detection based on generative
adversarial network

70U Futai, TAN Yue, WANG Lin, JIANG Yongkang
School of Cyber Science and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China

Abstract: In order to solve the problems of botnets’ strong concealment and difficulty in identification, and improve the
detection accuracy of botnets, a botnet detection method based on generative adversarial networks was proposed. By
reorganizing the data packets in the botnet traffic into streams, the traffic statistics characteristics in the time dimension
and the traffic image characteristics in the space dimension were extracted respectively. Then with the botnet traffic fea-
ture generation algorithm based on generative adversarial network, botnet feature samples were produced in the two di-
mensions. Finally combined with the application of deep learning in botnet detection scenarios, a botnet detection model
based on DCGAN and a botnet detection model based on BILSTM-GAN were proposed. Experiments show that the pro-
posed model improves the botnet detection ability and generalization ability.
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TriEEdE 162 410 4, Hrp, RYEUE 141 887 14,
1B 2t 20 523 /s MIRAER AL Frinididlis 321 8934,
SR S A A 133 261 A, dLrh, R
PEGLE 112 302 4, {87 M4 20 959 4. gk
AT 15%I1 ISOT Hi¥inde, ISCX2012IDS %i#s
AR TP 2 R T I R R R T B AR K 2R
BAER P H BTk CTU-13 HdE 4+ 1) Neris.
Rbot. Virut Fll NSIS iX 4 FiE " W 253 i MHR4E
f05 25%01 ISOT ¥4, 1SCX2012IDS s 4+
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7 R AU AT IRC B M £ A CTU-13 Hidfa
L9 Neris. Rbot. Virut. NSIS. Menti. Sogou
1 Murlo 3X 7 P 7 W28 i it E DRAF 2 B2 58
Fr 6 S B Al 0 g Sl b, DR TR AR I 4 K
Z TR AR B 2 F e, RAUE T Bl eI A
DAk R 0 A 20 o 7 L % G 0 A R £ R 4% 1)
J1. ISCX botnet Hffs A 7 9 45 2 e s 0 n 3% 2
JTr, AR Gy B ) ) 4 B AR A7 AE AT AS
fAAE, T BB S AEA AT LE .

% 2 ISCX botnet #IFEEF MEHBIE R

161 W 44 el PlIER S i AE
Neris IRC N(12%) N(5.67%)
Rbot IRC N(22%) (0.018%)
Menti IRC X (0.62%)
Sogou HTTP X N(0.019%)
Murlo IRC X N(1.06%)
Virut HTTP (0.94%) N(12.8%)
NSIS P2P \(2.48%) N(0.165%)
Zenus P2P N(0.01%) N(0.109%)

SMTP Spam P2P (6.48%) N(4.72%)
UDP Storm P2P x (9.63%)
Tbot IRC x (0.283%)

Zero Access P2P X N(0.221%)
Weasal P2P x (9.25%)
Smoke Bot P2P x N(0.017%)
Zenus control (C&C) P2P N(0.01%) (0.006%)
ISCX IRC bot P2P x N(0.387%)

4.2 KWIE LT

SR RSB E N Cent0S7.7, CPU Hy
10 #% Intel(R)Xeon(R)CPUE5-2630v4@ 2.20 GHz,
K 2 AN Nvidia 1080Ti GPU i Il 5, 3 FE 2 >
Pl ) 28 B TR ] 2 1Y Keras ¥R JE 2% S HESE 3t
TR,

FERERL GE R BT 7 TR, 35T DCGAN  [FAS A%
UKy 3.3 15 A S R At R DL &
P R IES A M 7o AR lis 2 MERUE
T RFEZEA LeakyReLU 3% 2 20 AT BG4
KA. Hr, BRER 5x5 BR%, LREE
K 2x2 [ ERFE T, LeakyReLU ¥ 2 FufhR
REWN 0.2, ERXEA 50 K, HEABPEASEL
batch_size %4 128, EH] Adam fEALLEE, (3)
Jr 7 () 0t 5 PRI AT SRR 458 2% 1R BOAE R A s 1) 4%

RERE FINERRH 3.1 AT TR 5L T ResNet [1)
B SRR, Hr Y sk 34, iR
TR N (1) D0 2 38 e R PRI s B I %A
I AR A AR P

AT BT LSS, ARSI T E TN
e (AAE, adversarial autoencoder) 1146 Il 5 Y
ML TELAE GAN R AR,

HT BILSTM-GAN [ RN Ay 3.2 47
HP A B (R 4% 9 s A TR L DL & B R ]
B E S o AR R i VU2 ZEA AL, A
AR, AN EF 2 AN BILSTM Bz, i
I G I IR E A . JErP, SRAE T BN
128 ™, BILSTM F&/Z15 mish 64 4>, Hith /=35 sk
B WS E A TR IR 4E R R 122 A, iR ARSIk
9100 %, HEALEEANEL batch size Bk 128,
Adam 1EAEAES . FDIAR AT BILSTM [H){&
J LAY, i Y SR 3 .
43 TIWERITH

A SCAE A Sy B0 2% IR DL X T
GAN. DCGAN. AAE [FEMAAL 53 G 100+
500 1000, 2000, 5000, 8000 /™A jkae B
FEAS, B 3 Bl AL BT 3.2 45 o Bk () 55 T
ResNet (115 7 10 264 8 30 A5 704 {1 4G 00 2 B Fig o

TE I 3BT AR S 2R U REAS W] S, AR T GAN,
DCGAN ¢ > IR EH 70 A LRGN, FEACZ TA) IR 22
WE N E . AAE WA AR 7, BT T
GAN TCiEA MBS HOREAR ) I, AFFEATE iy, (H
0 BA B gl 3R AEAE 1 73 HR 28R 1) ] i

4 i AR IR 23 A WU RS 2R PR AR I R 2R A 1 5
PR o
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TIRUER % 55T ResNet [RGB L, S5
/MRS E e WK, 55T DCGAN Rl 45
B THT AAE MR FIIE T GAN (1l
R, RERIHL, ZEIRA 1 000 MEEA:, Kl vEf
IR N, ZIRMEFARENZ, R
URR IR, LR RAE T W 240 2R I 2 AR E S 38
PEATAIA], T B AR Z AR, LUy
SRR GAN A2 IR 1 R 43 A1t £ i 725 20552 (1) e
o)A AR/ EFEARRNINMNEGL S, TRl ERE
R/ A BRI, TS v 2. bR
FEAS INE =3, WAl 2, nRes 30
SRIN I 75 22 (A ACBIOHE I JURE AR S, AT 2 > 2
T AR IVRAIE o

H T DCGAN 1) i ] 94 2 i I A 20 0 1
ResNet [FIFTIIABRY R FLAR I BEFR AR LL AN SR 3 PR

£33 tMMEEEISFRITEE (DCGAN 5 ResNet)

) R 1% (EIEES F1 7344
DCGAN 0.9923 0.994 6 0.992 9 0.993 7
ResNet 0.991 6 0.992 8 0.993 7 0.993 2

AN, ASCHI T R T DCGAN 1R ' I 28 44
TEEALFIIET ResNet [PASIAALZE [ PEREAFIE
U EEA EVERIER, W 4 .

R4 TRIBEAEMERHZENEE (DCGAN 5 ResNet)

T RAEREA 87 P4 A
DCGAN 0.9929 0.997 1
ResNet 0.9937 0.996 1

FHEL T T ResNet (RIAY, 5T DCGAN
(PR ) 288 RS A Y HE A 2542 T 0.07%, R FEFE Tt
0.18%, AP F[% 0.08%, F1 2E3Em 0.05%,
X R AS TR RS WU VR %2 1 B 0.08%, X i S~ A
SPEAR TR IR L TE 0.1%. SRSk UE,
N AR O BT 9 285 22 T A DN ik R RTORS A T A
Th, RPEREA T E8 o $8 v, A B TR M g0
=R

164N B E &R R T
BiLSTM-GAN [R5 Wl 458 284 43 S VN 100+ 500
1000, 2000. 5000, 8000 4= pas A s tFEA,
OIS UASE TR (PRSI0 1k R AR . (AR RS,
THAN) GAN A& 2L RFFIIRE Sy, Rk
ARSI R EEEAR GAN HEATAIN 5 Xt . 3T
BiLSTM-GAN [PJ{8 7! /0 28 RSl A5 R A 3.2 45 v pr ik

(RIEE T BILSTM (R J 0 25 A0 0 5 254 PRy 4 ) v it
w6 Fros.
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e 6 Fios, %:T BILSTM-GAN (148 )7 [ 4%
ROV 1 000 MEEAS I HERFR R 1A 21 5K,
) 85.51%, ZJGbHEREAREIGZ, WHEITIH T
B VA 1000 NMFEEA MG T, 5T BILSTM-GAN
(1) B )" 19X 8% A U A 8 R A TR 1 BILSTM [ AT
BT R HA R BEFEAR XS LE AN SR 5 o o

£5 HMMEREERRATEE (BILSTM 5 BILSTM-GAN)

) HERR 1% HE F1o%
BILSTM-GAN  0.855 1 0.9155 0.8238 0.867 2
BiLSTM 0.8345 0.9527 0.7577 0.844 1

LT BILSTM-GAN (148 " 4 2% 6 I 55 284 11 Jit
AT BILSTM HIAS IR T AR [ A AR ' 1Y)
ZEFEAS b HER XS Lh 3 6 JiT .

6 A EIRE A B R R X L
(BiLSTM 5 BiLSTM-GAN)
skl RAEFEA B R FEA
BIiLSTM-GAN 0.8238 0.9593
BIiLSTM 0.7577 0.979 4

AT F BILSTM () K I #5578, JL
BiLSTM-GAN [ B )~ %) £ 5% 7R 4G 0 #E fify % 42 T
2.47%, KL N % 4.32%, R $ETF 8.72%, Fl
BT 2.74%,  5F RPERE AR I 16 A R T
6.61%, X AE 7' W 28 FEART I I ER 2 T 2.01%.
AL, 75N BILSTM-GAN 2 J5 il PEGEfT —
SEPET,  RERG AT RO AR ) I 4

TSI T BILSTM-GAN R /9 25 46y I A5
TR RIS R X A I RE T (5, AR SCakAT
T B, FORAUAE . SERAT AU AE A A A
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FRAE 3 AN, Ik 7 Pis.

Fz17 BiLSTM-GAN %20} 5l 016
L HidIES K AkE Fl1 44
BEARFAE 0.7473 07341 0.6947 0.7040
SEHAT ARHIE 07439 07376 0.6769  0.6867
WAL 0.8544 08402 0.8583 0.8464
FEARRHE& ST HAT AFIE  0.741 1 0.7265  0.6860  0.6950
FEARFFE&FA BT 0.8623 08477 08575 0.8520
AT %ﬁ:&mmw 0.8520  0.8370 0.8497 0.8421

FEAE

AR AE 08551 09155 0.8238 0.8672

T IV RS AT DU, R R gt A
ABLARF AR T AN B8 1 5% M e K

FiAk, I IARAE AR I 2SR ARPE 22 T
WREE, LIS T T DCGAN P8 25 Rl 5
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HVE T I IR BE . K 8 T LAE Y, AL
T2 HH (R T ASE 2R 50 25 MR AR T A e I
Krlgety. A, Sogou Al Smoke 18 7 FEA L F=A
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HAG— 2R . Weasel 18 )7 Al Zero Access 18/
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B M 2K FH XOR T8 A5 N5, AN A2 B4 LK) RC4
#7730, Weasel i 9 25 3 5 Gt VHRFAE AR 7K
B LA TR A I 900 oAy, T L P4
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